
IS ‘GOOD’, GOOD 
ENOUGH?

Strengthening business  
continuity and incident management 
capabilities at Openreach

Benefits

By bringing together representatives from 
across the organisation, consensus on 
organisational IM and BCM capabilities is 
achieved. Budgetary plans for what needs 
improving is determined for board approval 
and analysis reporting can be implemented 
organisation wide.

Customer

Openreach Limited is a wholly owned 
subsidiary of the BT Group. With over 
35,000 employees, the company looks 
after the copper wires and fibre cables 
across the UK that connect homes and 
businesses to phone and broadband.

Challenge

Support UK telecommunications company, 
Openreach, with initiatives, workshops, 
models and ways of working. Identify 
existing business continuity and incident 
management capabilities and develop a 
roadmap for improving them across the 
organisation.

Solution

New Business Continuity Management and 
Incident Management maturity models were 
developed and used to identify and assess 
Openreach’s response to incidents, improve 
their business continuity capabilities, and 
benchmark with leading global enterprises.

CASE STUDY
BUSINESS CONTINUITY AND INCIDENT MANAGEMENT

Benefits

Openreach operates in a highly regulated 
environment. The company is obliged to 
provide fair and equal access to the last 
mile network to customers of its mother 
company and competing operators. Due to 
the complicated structure of its customer 
base, and the importance of its services 
to the country – its people and economy 
– Openreach is heavily scrutinised 
by the media and industry watchdog 
organisations.

As part of a new Business Continuity 
Management strategy, Openreach enlisted 
the help of 4C Strategies to create the 
optimal foundation and roadmap. The 
Coronavirus pandemic occurred mid 
project, putting the company’s business 
continuity and incident management 
capabilities to the test.

Openreach
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“We wanted to look beyond 
the traditional BCM norms with 
a focus on better anticipating 
future business risk, while having 
solid foundations to minimise the 
risk of whatever unprecedented 
issues and potential threats may 
arise. This led us to speak to 
4C Strategies. Based on these 
discussions we decided to adopt 
a capability maturity approach – 
to, firstly, establish our current 
position and secondly, plan 
what we needed to do in order 
to achieve an upper quartile 
benchmark of BCM performance.”

Director of Security and Resilience, 
Openreach

Looking beyond the norms of 
business continuity management

Openreach has a dedicated BCM 
department responsible for business 
continuity planning, training, exercises and 
audit preparation. The company wanted 
to take the next step in their business 
continuity management strategy by 
adopting a transformation approach to 
BCM, which would be more inclusive for 
stakeholders and customers, and better 
support its overall business objectives.
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A typical five-point scale moves from 
a foundational capability, in which the 
business continuity community have 
read and understood key documents, to 
optimised capability, whereby there is 
organisational engagement and clear roles 
and responsibilities for BCM actions across 
all department of the organisation.

Integrated business continuity and 
incident management services

As a global provider of risk management 
and organisational readiness services, 4C 
Strategies has extensive experience of 
driving BCM and IM initiatives at leading 
enterprises and the public sector. Unlike 
most companies that provide consultancy 
services or software, 4C offers an 
integrated solution whereby customers 
receive support from expert consultants, 
access to industry benchmark data, and 
bespoke maturity modelling data delivered 
via the company’s Exonaut IT software 
solution.

4C Strategies assignments are managed 
using our Exonaut software to ensure:

projects run efficiently

relevant data is recorded

transparency is assured

organisations can work with the 
findings over the long-term once the 
assignment is complete.

“We wanted to look 
beyond the traditional 
BCM - this led us to 
speak to 4C Strategies.”

“When Openreach 
approached us, we were 
confident that we could 
help them advance their 
BCM strategy, in line with 
other industry leading 
companies.” 

“They had a great 
foundation and team in 
place, and a desire to 
learn and develop their 
capability. It was very much 
a collaborative process 
where we all pulled in the 
same direction to achieve 
our goals.”

Ben White,  
4C Strategies Senior 
Consultant  
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Organisation wide  
workshops for good

The project began with a series of 
workshops. Attendees were invited from 
business units across the organisation 
including Service Delivery, Fibre Network 
Delivery, Strategic Infrastructure 
Development, and Headquarters, to 
gather their views on what “good” looks 
like for Openreach and explore past 
lessons learned. The workshops included 
questions, discussions and exercises 
designed to get those who don’t work with 
business continuity and incident and crisis 
management on a day to day basis, to think 
about business risk and how well they 
and their business processes are prepared 
for it. On average about 20 stakeholders 
attended each workshop. The data 
gathered from these workshops was then 
used to create a capability maturity models.

What is a capability  
maturity model? 

An effective capability maturity model is a 
set of structured levels that describe how 
well the people, plans and processes of an 
organisation can reliably and sustainably 
produce required outcomes. It should 
include the capability and compliance 
elements necessary to measure progress 
over time and across an organisation, both 
internally and externally.

“The workshop format and questions follow international standards 
and guidelines which ensures that there is a systematic approach 
to BCM and IM. In addition to this, we ensure the organisational 
context and approach is incorporated in the process, so that each 
maturity model is tailored to fit the client,” 

“Over the years, we have refined the process to help organisations 
gain a clear and comprehensive understanding of their current 
capabilities along with a viable roadmap and toolkit for improving on 
these findings.”

Mathilda Jansson,  
4C Strategies Consultant
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Is good, good enough?

Armed with the new capability 
maturity model, a series of interviews 
and new workshops were held with 
many of the participants from the 
earlier workshops, to assess the 
business continuity and incident 
management capability of Openreach. 
In total, over 200 BCM and IM 
related questions were answered and 
discussed during the workshops and 
interviews.

“We work with the 
concept of good and 
what is good enough”

The power of the group

Bringing people together from across an 
organisation and encouraging them to 
share their thoughts and views is extremely 
worthwhile for all concerned. Drilling 
down through more detailed questions 
and performing related exercises provides 
valuable insights which everybody in  
attendance feels ownership off. People 
without much experience, can take a real 
interest in carrying out a business impact 
analysis or discussing things such as recovery 
time objectives. However, to get the best 
results, it’s essential to manage the room 
and make sure everybody is given the 
opportunity to contribute to discussions.

“The questions were derived from the capability maturity 
models, which are based on the ISO22301 standards and 
industry best practices. Again, we work with the concept of 
good and what is good enough, which we do on a sliding  
five-point scale. This allows stakeholders to identify where 
the organisation is today and where it needs to get to 
within the different BCM and IM functions. We use incident 
examples that people can relate to, such as a cyber attack, to 
help them pinpoint capabilities.”

Ben White,  
4C Strategies Senior Consultant
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Assessing incident management during 
the Coronavirus pandemic

“We went from being in a room with 20 people to meeting 
online and from discussing potential incidents to sharing 
the experience of responding to a major incident. How 
good would our response be, quickly became how good 
are we performing right now. We were able to evaluate the 
company’s frameworks and recovery strategies based on 
real-life deployments as well as identify improvements.  
This was only possible due to us having the capability 
maturity model in place, which we used to assess current 
capability in response to the pandemic.”

Mathilda Jansson, 4C Strategies Consultant

Delivery to Openreach

The final delivery of this assignment to 
Openreach, was completed six months 
after the process began, despite the 
Coronavirus pandemic happening in the 
middle of the assignment. 

The deliverables were:

The design and development of  
in-depth capability Maturity Models 
for BCM and IM.

A capability assessment for BCM 
and IM.

The consolidation of all information 
and findings in 4C’s Exonaut® 
software dashboard, for easy and 
structured analysis and exploitation.

An implementation plan for 
developing IM and BCM capability 
through future training, exercises 
and audit requirements of key roles, 
functions and teams.

“The 4C approach  
aligns with what our 
internal stakeholders 
want to see.”
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During the assignment the Coronavirus 
pandemic struck the UK and a full-scale 
lock down was imposed. This added a new 
dimension to the project, as the company’s 
incident management capabilities were put 
to the test, as opposed to just being scenario 
tested. The increased demands put on the 
broadband network during lockdown meant 

Openreach had to provide a reliable service 
to all customers despite the possibilities of 
forced absenteeism to front line, IT and other 
key  personnel. In such a case, personnel 
dependency planning and business 
continuity and disaster recovery plans are 
crucial for ensuring continuous operations 
during and after the pandemic.



Taking the right strategic decision

Speaking about the assignment,  
the Director of Security and Resilience concluded: 

“The output from the various engagement sessions showed us a path towards our 
goal, together with the various steps and interventions to help us get there. More 
importantly, the 4C approach aligns with what our internal stakeholders want to 
see, and their respective contributions have been a vital part of the data gathering 
process. It’s these same stakeholders who deliver front line services to customers and 
who are most affected if we don’t get BCM fully aligned to the evolving needs of our 
business.”

“We already had strong baseline foundations in place with training, exercising and 
audit preparation, however the aim was to work with 4C to enable us to enhance 
these to the next level, and I believe we are now on the right path. It has been 
invaluable for us to explore what we can do differently to add more value to our 
business. Furthermore, it’s reinforced our belief that we took the right strategic 
decision a year ago to move beyond a traditional and internalised ISO22301 

Lets connect

Facebook      LinkedIn       Youtube      Twitter

LONDON | MALMÖ | ORLANDO  

STOCKHOLM | WARMINSTER | WASHINGTON DC
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GET IN TOUCH

https://www.4cstrategies.com/contact/
https://www.facebook.com/4C-Strategies-117096975035199/
https://twitter.com/4c_strategies
https://www.linkedin.com/company/4c-strategies/
https://www.youtube.com/channel/UC5e9I__wZz1g2Dfy0j327aQ

